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Learning to Count A

® The Decimal Number 2,468 has four digits.

® Expressing Explicitly
(2*1000) +(4*100)+ (6 *10)+ (8 *1) =
2000 + 400 + 60 + 8 = 2468

® Expressing with Powers of 10
(2*1073) + (4 *10”72) + (6 *10”1) + (8 * 1070) =
2000 + 400 + 60 + 8 = 2468
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Bits - Counting in Binary A

® The word bit is a shortening of the words
“Binary diglT” and is generally the smallest readable
unit on a computer.

® Starting at zero and going through 20, counting in
decimal and binary looks like this:

0 = 0 10 = 1010
1 = 1 11 = 1011
2 = 10 12 = 1100
3 = 11 13 = 1101
4 = 100 14 = 1110
5 = 101 15 = 1111
6 = 110 16 =10000
7 = 111 17 =10001
8 = 1000 18 =10010
9 = 1001 19 =10011

20 =10100
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® Consider one byte to be a sequence of 8 bits.

® With 8 bits in a byte, you can represent 256
values ranging from 0 to 255, as shown here:

0 = 00000000
1 =00000001
2 = 00000010

254 = 11111110
255 = 11111111
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® ASCIl is the abbreviation for American
Standard Code for Information Interchange.

® ASCIl is just one of a number of standardized
sets of computer characters.

® The Extended ASCII Character Set contains
256 values.

Techno Forensics 2007 - Gaithersburg, MD



Standard ASCII Codes

Dec Hex

Char

Dec

Hex

Char

Dec

Hex

Char

Dec

Hex

Char

o ao
1 o1
& 02
3 03
4 04
5 05
6 06
707
g 08
S a8
10 0OA
11 OF
1z 0OcC
13 OD
14 OE
15 OF
la 10
17 11
13 1z
132 13
20 14
21 15
22 18
23 17
24 15
25 18
g6 1A
27 1B
28 1€
29 1D
i0  1E
il 1F

Mull

Start of heading
Start of text

End of text

End of transmit
Encyuiry
Acknowledge
Audible kel
Backspace
Horizortal tak
Line feed
“ertical tah
Farm feed
Carriage return
Shift out

Zhift in

Data link escape
Device contral 1
Device contral 2
Device control 3
Device cortral 4
Meqg. acknowledge
Synchronous idle
End tran=. black
Cancel

End of medium
Substitution
Ezcape

File separator
Group separator
Record separator
Unit separator

32
33
34
35
36
37
3
39
40
41
42
43
44
45
46
47
45
49
50
51
5z
53
54
55
58
57
53
59
&0
61
62
63

Z0
21
£22
23
Z4
Z25
Z6
7
28
9
24
ZB
20
2D
ZE
ZF
30
31
32
33
34
35
i
37
38
39
34
3B
3C
3D
JE
3F

Space

= | N
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[T

w1

64
65
a6
a7
(3]
=)
“a
71
TE
T3
T4
=
-
i
Ta
7
a0
g1
g2
g3
g4
g5
da
a7
g8
=]
20
91
9z
93
94
95

40
41
4z
43
44
45
46
17
45
49
aa
4B
4c
4
4E
4F
50
51
52
33
54
55
56
a7
58
59
SA
3B
5C
5D
SE
aF

L s D I I R e I = B = B = - R - R = IS s T o I = I

=]

a7

93

99
1aa
101
102
103
104
105
106
1a7
105
109
110
111
11z
113
114
115
l1la
117
113
113
120
121
122
123
124
125
1lZa
127

a0
a1
(T
a3
A4
65
a6
6
1]
=)
ah
aE
Al
aIr
aE
aF
0
71
T
73
74
=
Th
7
i
=
TA
i
T
T
TE
TF
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Extended ASCII Codes
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128
1z9
130
131
132
133
134
135
138
137
135
139
140
141
142
143
144
145
146
147
145
145
150
151
152
153
154
155
158
157
153
159

g0
g1
g2
g3
g4
g5
g f
g7
g g
ga
ga
d B
g
g
dE
dF
=]
91
9z
93
94
95
96
=
95
=l=
=¥
SF
ac
=)
SE
SF

M- = oWl

LYIER | H 1

oo e M e W e

[T T o B - L e

[ w H w5

LI B L e S TR K

1e0
1a1
laz
1a3
lad
185
laa
1a7
1es
1a9
170
171
172
173
174
175
178
177
178
179
150
151
13z
133
154
155
136
137
188
159
120
121

a0
a1
AZ
A3
A4
A5
A
AT
AB
A%

AR
AL
AD
AE
AF
EO
E1l
Bz
B3
E4
ES
B
B7
E&
ES
Ba
BE
EC
ED
BEE
EF

[T+ B o+ R L LS v |

[ad]

1

2
|
:
:
i
il
;
!
||
;
1
il
4

-

192
1935
124
135
196
197
125
139
200
201
202
203
204
Z05
Z206
207
208
Z09
£10
211
21z
213
214
£215
21la
217
213
219
2z0
221
Z2EZE2
223

ca
c1
CZ
C3
C4
C5
Ca
c7
Ca
co
CA
CE
cc
CD
CE
CF
Do
b1
Dz
D3
D4
b5
D&
D7
D&
)=]
DA
DB
D
oo
DE
DF

=== F= r=++ | —H

E ==

S5 a0 o o

Hem™H H

224
225
226
227
228
229
230
231
232
233
234
235
236
237
233
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255

EO
E1l
EZ
E3
E4
E5S
Ea
E7?
Eg
ES
Ea
EB
EC
ED
EE
EF
FO
F1i
Fz
F3
F4
F5
Fa
Fi
Fa
Fo
Fa
FEBE
FC
FIr
FE
FF
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Try this:

® Open up a new file in Notepad and insert the sentence,
"Four score and seven years ago".

® Save the file to disk under the name getty.txt.

® Use the explorer and look at the size of the file. You
will find that the file has a size of 30 bytes on disk: 1
byte for each character.

® If you add another word to the end of the sentence and
re-save it, the file size will jump to the appropriate
number of bytes. Each character consumes a byte.

Techno Forensics 2007 - Gaithersburg, MD
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Hexadecimal A

® Hexadecimal describes a base-16 number
system.

® The hexadecimal numbers are 0-9 and then use
the letters A-F.

® Hexadecimal is a convenient way to express
binary numbers in modern computers in which
a byte is almost always defined as containing
eight binary digits.
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= winHex i . o =l |

File Edit Search Position View Tools Specialist Options  File Manager Window Help

b | A Y | o REs | OFem O | & ¢ @
Floppy Hisk 0 Floppy disk D | ) o o
Default Edit Mode =18/
State: oignsl|  Offsst | 0 1 2 3 4 5 6 7 B8 9 A B C D E F i’
o o 00000000 |EB 34 90 43 42 4D 20 20 33 2E 33 00 02 01 01 00 | B4aTBH 3.3
SEaa wa 00000010 |02 EO 00 40 0B FO 09 00 12 00 02 00 00 00 00 00| .&.@.5..........
00000020 | 00 00 00 00 00 00 00 00 D00 00 00 00 00 00 00 12| ... ... .......
Total capacity 14MB| 00000030 | 00 0D OO 00 01 00 FA 33 CO BE DO BC 00 7C 16 07| ... ... WIRIEM. |

1,474,560 bytes 00000040 (BB 78 00 36 C5 37 1E 56 16 53 BF 2B 7C B9 OB 00 | »x. 647 . V.Sé+|. .
an 00000050 |FC AC 26 80 3D 00 74 03 26 8& 05 Ak B84 C4 E2 FL | ii-&1=.t &1 21450

Mumber of tracks:
2 poooooan |06 1F 89 47 02 C? 07 2B ?C FB CD 13 72 67 &0 10 . G ¢ +|al rg

Mumber of sides:

i ks 4g| 00000070 |7C 98 F7 26 16 7C 03 06 1C 7C 03 06 0E 7C 43 3F | [0<&.|...|...|€?
00000080 | 7C A3 37 7C BS 20 00 F7 26 11 7C 8B 1E OB 7C 03| [£7], .=&. [1..|.

Track Mo.: 0| 00000030 |C3 48 F? F3 01 06 37 7C BB 00 05 A1 3F 7C E8 9F | &H<o. . 7|»..i7|&l
Side Nev: 0| 000000AD |00 BE 01 02 ES B2 00 72 19 8B FB B9 OB 00 BE D6 | ... &% .r. 14}, %0
Sector Mo 1| 000000BO | 7D F3 A6 75 OD 8D 7F 20 BE E1 7D B9 OB 00 F3 46 | }alu. 11 Xa}'. &)
: 000000CO | 74 18 BE 77 7D ES 6A 00 32 E4 CD 16 SE 1F 8F 04 | t %wlej. 2317 1.

Wwfindow #: 11 ooooooDo | 8F 44 02 CD 19 BE CO 7D EB EB AL 1C 05 33 D2 F7 | 1D.1.®Alssi. 30+
No. of windows: 11 ODODODOED |36 0B 7C FE CO &2 3C 7C Al 37 7C A3 3D 7C BB 00| 6. |bde<|i7]2=]».
Made: Ted| 00000OFD |07 A1 37 7C ES 49 00 &1 18 7C 24 06 3B 7C 40 38 | .i7|eI.i.|=.|@8
Character set: ANSIASCI| 00000100 |06 3C FC 73 03 A0 3C 7C 50 ES 4E 00 58 72 C6 28| .<|s. <|PaN. IrE(
Difsets: hesadecimal| 00000110 | 06 3C 7C 74 OC 01 06 37 7C F7 26 OB 7C 03 D8 EB| .<|t...7|=&. | @&
Bytes per page: 3Ex1E=576| 00000120 DO 8& 2E 15 7C 84 16 FD 7D 8B 1E 3D 7C EA 00 00| BH. . |0.9%1.=2. .
_ _ 00000130 |70 00 AC DA CO 74 22 B4 OE BB 07 00 CD 10 EB F2 | p.-~.At" ... 1.8

Clipboard: available | gpoop14p |33 D2 F7 36 18 7C FE €2 88 16 3B 7C 33 D2 F7 36| 3026 |bAl. | 3026
TEMP folder: EOOGEfree| 00000150 |1A 7C 83 16 24 7C A3 39 7C C3 B4 02 8B 16 39 7C| . |01.%|£9|%" . 1.9]

UME™1%ADMINITTALO CALS 14T emp 00000160 Bl 06 D2 E6 DA 36 3B 7C 8B Ch 86 E9 84 16 FD 7D | £.0=.6; | 1EI2] . %}
00000170 | BA 36 24 7C CD 13 C3 0D 0A 4E 6F BE 2D 53 79 73| 16%|1. 4 Hon-Sys

j 00000180 | 74 65 6D 20 64 69 73 6B 20 6F 72 20 64 69 73 6B | tem disk or disk
= 00000190 |20 65 72 72 6F 72 0D OA 52 65 70 6C 61 63 65 20| errvor..Replace
= » D00001A0 |61 GE 64 20 73 74 72 69 6B 65 20 61 6E 79 20 6B | and strike any k
et DOODO1ED |65 79 20 77 68 65 6E 20 72 65 61 64 79 0D O0& 00| ey when ready.. .
8 Bit [£): -21 000001CO | 0D DA 44 69 73 6B 20 42 6F 6F 74 20 66 61 69 6C| . .Disk Boot fail
(R 00000100 |75 72 €5 OD A 00 43 42 4D 42 49 4F 20 20 43 4F | ure.. IEMBIO CO
S B TR DOODO1ED | 4D 49 42 4D 44 4F 53 20 20 43 4F 4D 00 00 00 00 | HIEMDOS COM. .
DOODOLFO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 k| .............. iE

ooooozoo | FO FF FF 00 00 00 00 00 00 00 00 OO0 00 00 00 00 &%w.............
ooooozio |00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 ................
oooooz2z20 |00 00 00 00 00 00 OO0 00 00 00 00 OO0 00 00 0000 ...,
oooooz230 |00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 ... ... ......... L]

Sector 0 of 2880 | Offset: ] =235 | Black: n/a | Size: na
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Hex Editor Warning A

® When editing files of a certain type (for instance

executable files), it is essential not to change the file
size.

® Moving the addresses of executable code and included
data results in severely damaging such files.

® It is quite safe to edit text passages in a file.

® It is recommendable to create backup files before
editing.

Techno Forensics 2007 - Gaithersburg, MD
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Wiping and Initializing A

® Use WinHex to Wipe a floppy

® Tools - Open Disk = Logical Drive, Removable
medium (A:)

® Edit Menu - Fill Disk Sectors
® Fill with hex values = 00, Passes: Pass #1

® Changes have only been written to buffer until you save
changes, File > Save Sectors

® Verify Wipe by closing WinHex, reopen WinHex,
Tools - Open Disk - Physical Media, Floppy disk 0

Techno Forensics 2007 - Gaithersburg, MD
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Sectors and Tracks A

® Data is stored on the surface of a platter
in sectors and tracks.

® Tracks are concentric circles, and
sectors are pie-shaped wedges on a

track
A typical sector is shown in blue. M
A typical track is shown in  —

000 How SIUFT Works

Techno Forensics 2007 - Gaithersburg, MD




Zoned Bit Recording

N //////

The PC Guide (http://www.PCGuide.com)
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Low-Level Formatting A

® The process of low-level formatting a drive establishes
the tracks and sectors on the platter.

® The starting and ending points of each sector are
written onto the platter.

® This process prepares the drive to hold blocks of bytes.

Techno Forensics 2007 - Gaithersburg, MD
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High-Level Formatting A

® High-level formatting then writes the file-
storage structures, like the file-allocation table,
into the sectors.

® This process prepares the drive to hold files.

Techno Forensics 2007 - Gaithersburg, MD



Floppy Format Process

® Floppy diskettes use the FAT12 file
system, the low level-format and
high-level format take place at the
same time and they are performed
by the operating system.

® If you check the box “Quick Format”
under “Format Options” you are
only performing a high-level format,
which is why it’s quicker, essentially
erasing only the File Allocation
Table (FAT).

Techno Forensics 2007 - Gaithersburg, MD
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Capacity:

[3.5", 1.44ME, 512 bytesfsector =]

File: sywstem
|Fat =]

allocation unit size

IDEFauIt allacation size j

Wolume label

Formak options
[E [v Quick Farmat
Enable Compression

Skart Close
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® All Microsoft operating systems read and write
in blocks of data called clusters.

® A cluster is simply a group of sectors.

® Clusters are defined during the high level
format which is performed by the operating
system.
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Sectors per Cluster

General l

Type aof file:

Cpens with:

Location:

Size:

Size on disk;

Created;
Modified:

Arccessed:

Atkributes;

file Properties

by

| file

Text Document

7] Motepad

&

Change...

5 bwtes (5 bytes)

512 bytes (512 bytes)

Today, June 03, 2003, 10:13:29 PM
Today, June 03, 2003, 10:15:14 PM

Today, June 03, 2003

[ Read-only [ Hidden v Archive

Cancel

o |

file Properties

/L

Technical

esource
enter

General l Security | Summary |

Type of file:

Openz with:

Location:

Size:

Size on digk:

Created:
b odified:

Aocezsed:

Alttributes:

|file

Text Docurment

7| Motepad Change...
C:h
A bytes [5 bytes)

4.00 KE (4,095 bytes]

Today, June 03, 2003, 10:13:15 P
Today, June 03, 2003, 10:15:24 P4
Today, June 03, 2003, 10:15:24 P4

[ Read-only [ Hidden

Advanced...

o |

Canicel | |

Computer
Forensics

Techno Forensics 2007 - Gaithersburg, MD




Technical

I

csource
Center
Computer
Forensics

® File slack is the data that resides from the end
of the file to the end of a cluster.

® File slack can be from 1byte to the size of a
cluster minus one byte.

)
| I/'/'/ ‘\ ------ FILE SLACK ------E-d/f

512 Bytes per Sector End of Cluster
8 Sectors per Cluster File Marker

Techno Forensics 2007 - Gaithersburg, MD
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® Big Endian and Little Endian are terms that
describe the order in which a sequence of bytes
are stored in computer memory.

Hex 12 34 56 78

Big Endian Little Endian
Byte 0: 12 Byte 0: 78
Byte 1: 34 Byte 1: 56
Byte 2: 56 Byte 2: 34
Byte 3: 78 Byte 4: 12

Techno Forensics 2007 - Gaithersburg, MD
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File Clusters: 2 -2849
| |
Boot FAT Tables Root Directory Data Area
Sector
FAT 1 FAT 2
Disk | | | |
Sectors: 0 1-9 10 - 18 19 - 32 33 -2880
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) 53 57 43 4E 34 2F 3 Jumpcode

OEM / ID Name

Bytes per Sector

Sectors per Allocation
Reserved Sectors
Number of FATs

Root Entries

Total Sectors

Media Type

Sectors per FAT

Sectors per Track
Number of Heads

Hidden Sectors

Total Sectors

Drive ID

NT Reserved

Extended Boot Signature
Volume Serial Number
Volume / Partition Number
Fat Type

Executable Boot (strap) Code
Executable Signature

Techno Forensics 2007 - Gaithersburg, MD
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Boot Record Diagram (cont.) A
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Jumpcodetgz g_lsol\(/tes ). - the offset jump to the boot(strap) executable code plus a
isk:

nop. from eb,3e,90 -> translates to: [jJumpshort(to)|offset 3e|no operation|

OEM / ID Name ( = 8 bytes )- some indication of what system formatted the
partition, not checked, but set for compatlblllg(' mswin4.0, mswin4.1, and
msdos5.0 as formatted by windows 95, 98, and XP respectfully.

Bytes per Sector ( = 2 bytes ) - normally set to 512 bytes; from the disk:
00,02 flip -> 02,00 convert to decimal = 512 bytes.

Sectors per Cluster ( = 1 byte ) - states the number of sectors per cluster.

Reserved Sectors ( = 2 bytes ) - states the number of reserved sectors,
on fat12/16: 01,00 flip -> 00,01 convert to decimal = 1 sector — this is the boot record.

Number of FATs ( = 1 byte ) - states the number fats used, normally setto 2 in
case of bad sectors, which could lead to data errors, however >=1 is also valid.

Root Entries ( = 2 bytes ) - states the maximum number of 32 byte entries in the root
directory; unused for fat32 and set to 00,00; however for fat16: 00,02 flip -> 02,00 convert
to decimal = 512; 512 * 32(bytes) = 16384 bytes - data is stored after this point.
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Volume Serial Number A

® When a partition is formatted, it will display the
newly assigned serial such as: 15e7-2a35.

® The Volume Serial Number is calculated by
combining the date and time at the point of
format, it is an unique identifier to keep track of
drives in use.

@ It is not possible to retrieve the date and time
from the serial number.
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Volume Serial Number (cont.) A

® The first byte is calculated as follows:
milliseconds + days -> convert to hex
50+3=53->=35

The second byte is calculated as follows:
months + seconds -> convert to hex
10+ 32=42 ->=2a

The last two bytes are calculated as follows:
(hours [if pm + 12] * 256) + minutes + years -> convert to

hex & flip
(2+12 =14 * 256 = 3584) + 22 + 2001 = 5607 -> 15,e7 ->
e7,15

Techno Forensics 2007 - Gaithersburg, MD
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Cluster index 0 1 2

Reserwed
]

FAT entry \ X
-

Fhy=ical Cluster

EOC FaT table

A=)

@m
@a
@m
B

2 = El =] & =] El
1741022/ 4 252|374 474
] - - -
> » | ® Data area
- Lo ' Lo
R I [ T S
LE = U I - T = =
i = el (0 N i il O
L | E|L |E|w|w]|dwd|:
| I—
Cluster
Di ; Ent Filenane StartCluster
irectory Entryf{[File1 . txt 2 -
-ord H[ : Directory
[zimnplified) HuDIr =z
—

T ——Y—

® A 12-bit FAT entry may have the following values:

0x000 Unused cluster.

0xFF0-0xFF6 Reserved cluster (like FAT entries 0 and 1).

0xFF7 Bad Cluster (contains errors and should not be used).

0xFF8-0xFFF End of file/directory, also called EOC (end of cluster chain).
other numbers are pointers (indexes) to the next cluster in the file/directory.
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File Allocation Table A

® The File Allocation Table is used to track which
clusters have been allocated to a specific file

® The FAT is relied upon by the operating system
much like a card catalog system is used in a
library to locate a book

® References in the FAT act as pointers and they
point to clusters by numeric reference

Techno Forensics 2007 - Gaithersburg, MD
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Understand the FAT Table A

@ AB CD EF -> DAB EFC

Techno Forensics 2007 - Gaithersburg, MD
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How Files are Stored A

® When afile is created three things occur:

1. An entry is made into the File Allocation Table
to indicate where the actual data is stored In
the Data Area.

2. A Directory Entry is made to indicate file name,
size, the link to the FAT, and other information.

3. The data is written to the Data Area.

Techno Forensics 2007 - Gaithersburg, MD
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How Files are Deleted A

® When afile is deleted only two things occur:

1. The File Allocation Table entry for that
particular file is zeroed out and shown as
available for use by a new file.

2. The first character of the Directory Entry file is
changed to a special character (E5 HEX).

3. Nothing is done to the Data Area.
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How Files are Recovered A

® Recovery of a FAT file system file can be
accomplished in 2 ways:

1. The File Allocation Table entry for that
particular file is linked to the particular location
in the data are where the file data is stored.

2. The first character of the Directory Entry file is
changed to a legal character.

3. Nothing is done to the Data Area.
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How Files are Recovered (cont.) A

® Recovery of a FAT file system file can be
accomplished in 2 ways (cont.):

1. The data can be “carved” from unallocated
space using specialized utilities.
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