
© 2007 Technical Resource Center, Inc. All rights reserved.

FAT File System Overview

Techno Forensics 2007 Conference

Gaithersburg, MD

October 30th, 2007

Intelligent 
Computer   
Solutions



© 2007 Technical Resource Center, Inc. All rights reserved.Techno Forensics 2007 - Gaithersburg, MD

Understanding Data StorageUnderstanding Data Storage

Understanding

Data

Storage



© 2007 Technical Resource Center, Inc. All rights reserved.Techno Forensics 2007 - Gaithersburg, MD

Learning to CountLearning to Count

� The Decimal Number 2,468 has four digits. 

� Expressing Explicitly 

(2 * 1000) + (4 * 100) + (6 * 10) + (8 * 1) = 

2000 +        400  +        60  +        8  = 2468 

� Expressing with Powers of 10

(2 * 10^3) + (4 * 10^2) + (6 * 10^1) + (8 * 10^0) = 

2000   +         400  +            60  +              8  = 2468
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Bits - Counting in BinaryBits - Counting in Binary

� The word bit is a shortening of the words             
“Binary digIT” and is generally the smallest readable 
unit on a computer.

� Starting at zero and going through 20, counting in 
decimal and binary looks like this:

0   =         0

1   =         1

2   =       10

3   =       11

4   =     100

5   =     101

6   =     110

7   =     111

8   =   1000

9   =   1001

10   =   1010

11   =   1011

12   =   1100

13   =   1101

14   =   1110

15   =   1111

16   = 10000

17   = 10001

18   = 10010

19   = 10011

20   = 10100
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BytesBytes

� Consider one byte to be a sequence of 8 bits.

� With 8 bits in a byte, you can represent 256 

values ranging from 0 to 255, as shown here: 

0 = 00000000 

1 = 00000001 

2 = 00000010 

... 

254 = 11111110 

255 = 11111111
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ASCIIASCII

� ASCII is the abbreviation for American 

Standard Code for Information Interchange.  

� ASCII is just one of a number of standardized 

sets of computer characters.

� The Extended ASCII Character Set contains 

256 values.
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Standard ASCII CodesStandard ASCII Codes
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Extended ASCII CodesExtended ASCII Codes
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ASCII LabASCII Lab

Try this: 

� Open up a new file in Notepad and insert the sentence, 
"Four score and seven years ago".

� Save the file to disk under the name getty.txt. 

� Use the explorer and look at the size of the file.  You 
will find that the file has a size of 30 bytes on disk: 1 
byte for each character. 

� If you add another word to the end of the sentence and 
re-save it, the file size will jump to the appropriate 
number of bytes.  Each character consumes a byte. 
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Hexadecimal Hexadecimal 

� Hexadecimal describes a base-16 number 

system. 

� The hexadecimal numbers are 0-9 and then use 

the letters A-F. 

� Hexadecimal is a convenient way to express 

binary numbers in modern computers in which 

a byte is almost always defined as containing 

eight binary digits. 
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Hex EditorHex Editor
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Hex Editor WarningHex Editor Warning

� When editing files of a certain type (for instance 

executable files), it is essential not to change the file 

size.  

� Moving the addresses of executable code and included 

data results in severely damaging such files.  

� It is quite safe to edit text passages in a file.  

� It is recommendable to create backup files before 

editing.
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Wiping and InitializingWiping and Initializing

� Use WinHex to Wipe a floppy

� Tools ���� Open Disk ���� Logical Drive, Removable 
medium (A:) 

� Edit Menu ���� Fill Disk Sectors

� Fill with hex values = 00, Passes: Pass #1

� Changes have only been written to buffer until you save 
changes,  File ���� Save Sectors

� Verify Wipe by closing WinHex, reopen WinHex,     
Tools ���� Open Disk ���� Physical Media, Floppy disk 0 
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Sectors and TracksSectors and Tracks

� Data is stored on the surface of a platter 
in sectors and tracks. 

� Tracks are concentric circles, and 
sectors are  pie-shaped wedges on a 
track

A typical sector is shown in blue.

A typical track is shown in yellow.
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Zoned Bit RecordingZoned Bit Recording

The PC Guide (http://www.PCGuide.com)
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Low-Level FormattingLow-Level Formatting

� The process of low-level formatting a drive establishes 
the tracks and sectors on the platter. 

� The starting and ending points of each sector are 
written onto the platter. 

� This process prepares the drive to hold blocks of bytes. 
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High-Level FormattingHigh-Level Formatting

� High-level formatting then writes the file-

storage structures, like the file-allocation table, 

into the sectors. 

� This process prepares the drive to hold files. 
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Floppy Format ProcessFloppy Format Process

� Floppy diskettes use the FAT12 file 

system, the low level-format and 

high-level format take place at the 

same time and they are performed 

by the operating system.

� If you check the box “Quick Format”

under “Format Options” you are 

only performing a high-level format, 

which is why it’s quicker, essentially 

erasing only the File Allocation 

Table (FAT).

4-16
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ClustersClusters

� All Microsoft operating systems read and write 

in blocks of data called clusters.

� A cluster is simply a group of sectors.

� Clusters are defined during the high level 

format which is performed by the operating 

system.
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Sectors per ClusterSectors per Cluster

4-33
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File SlackFile Slack

� File slack is the data that resides from the end 

of the file to the end of a cluster. 

� File slack can be from 1byte to the size of a 

cluster minus one byte.

------ FILE SLACK -------
File Data

End of 

File Marker

Sectors

End of 

Cluster512 Bytes per Sector

8 Sectors per Cluster

RAM Slack



© 2007 Technical Resource Center, Inc. All rights reserved.Techno Forensics 2007 - Gaithersburg, MD

Big Endian / Little EndianBig Endian / Little Endian

� Big Endian and Little Endian are terms that 

describe the order in which a sequence of bytes 

are stored in computer memory. 

Hex 12 34 56 78

Byte 4: 12Byte 3: 78

Byte 2: 34Byte 2: 56

Byte 1: 56Byte 1: 34

Byte 0: 78Byte 0: 12

Little EndianBig Endian
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DOS Disk LayoutDOS Disk Layout

Boot

Sector
FAT Tables Root Directory Data Area

FAT 1 FAT 2

Disk

Sectors: 0 1 - 9 10 - 18 19 - 32 33 - 2880

2 - 2849File Clusters:
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Boot Record DiagramBoot Record Diagram

Jumpcode

OEM / ID Name

Bytes per Sector

Sectors per Allocation

Reserved Sectors

Number of FATs

Root Entries

Total Sectors

Media Type

Sectors per FAT

Sectors per Track

Number of Heads

Hidden Sectors

Total Sectors

Drive ID

NT Reserved

Extended Boot Signature

Volume Serial Number

Volume / Partition Number

Fat Type

Executable Boot (strap) Code

Executable Signature



© 2007 Technical Resource Center, Inc. All rights reserved.Techno Forensics 2007 - Gaithersburg, MD

Boot Record Diagram (cont.)Boot Record Diagram (cont.)

Jumpcode ( = 3 bytes ) - the offset jump to the boot(strap) executable code plus a 
nop. from the disk: eb,3e,90 -> translates to: |jumpshort(to)|offset 3e|no operation|

OEM / ID Name ( = 8 bytes )- some indication of what system formatted the 
partition,  not checked, but set for compatibility; mswin4.0, mswin4.1, and 
msdos5.0 as formatted by windows 95, 98, and XP respectfully.

Bytes per Sector ( = 2 bytes ) - normally set to 512 bytes; from the disk: 

00,02 flip -> 02,00 convert to decimal = 512 bytes. 

Sectors per Cluster ( = 1 byte ) - states the number of sectors per cluster. 

Reserved Sectors ( = 2 bytes ) - states the number of reserved sectors, 

on fat12/16: 01,00 flip -> 00,01 convert to decimal = 1 sector – this is the boot record.

Number of FATs ( = 1 byte ) - states the number fats used, normally set to 2 in 

case of bad sectors, which could lead to data errors, however >=1 is also valid. 

Root Entries ( = 2 bytes ) - states the maximum number of 32 byte entries  in the root 

directory; unused for fat32 and set to 00,00; however for fat16: 00,02 flip -> 02,00 convert 

to decimal = 512; 512 * 32(bytes) = 16384 bytes - data is stored after this point. 
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Volume Serial NumberVolume Serial Number

� When a partition is formatted, it will display the 

newly assigned serial such as: 15e7-2a35. 

� The Volume Serial Number is calculated by 

combining the date and time at the point of 

format, it is an unique identifier to keep track of 

drives in use. 

� It is not possible to retrieve the date and time 

from the serial number.
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Volume Serial Number (cont.)Volume Serial Number (cont.)

� The first byte is calculated as follows:

milliseconds + days -> convert to hex

50 + 3 = 53 -> = 35

The second byte is calculated as follows:

months + seconds -> convert to hex

10 + 32 = 42 -> = 2a

The last two bytes are calculated as follows:

(hours [if pm + 12] * 256) + minutes + years -> convert to 

hex & flip

(2 + 12 = 14 * 256 = 3584) + 22 + 2001 = 5607 -> 15,e7 -> 

e7,15
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Organization of the FATOrganization of the FAT

� A 12-bit FAT entry may have the following values:
� 0x000 Unused cluster. 

� 0xFF0-0xFF6 Reserved cluster (like FAT entries 0 and 1). 

� 0xFF7 Bad Cluster (contains errors and should not be used). 

� 0xFF8-0xFFF End of file/directory, also called EOC (end of cluster chain). 

� other numbers are pointers (indexes) to the next cluster in the file/directory. 
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File Allocation TableFile Allocation Table

� The File Allocation Table is used to track which 

clusters have been allocated to a specific file

� The FAT is relied upon by the operating system 

much like a card catalog system is used in a 

library to locate a book

� References in the FAT act as pointers and they 

point to clusters by numeric reference
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Understand the FAT TableUnderstand the FAT Table

� AB  CD  EF   ���� DAB  EFC
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How Files are StoredHow Files are Stored

� When a file is created three things occur:

1. An entry is made into the File Allocation Table 

to indicate where the actual data is stored in 

the Data Area.

2. A Directory Entry is made to indicate file name, 

size, the link to the FAT, and other information.              

3. The data is written to the Data Area.



© 2007 Technical Resource Center, Inc. All rights reserved.Techno Forensics 2007 - Gaithersburg, MD

How Files are DeletedHow Files are Deleted

� When a file is deleted only two things occur:

1. The File Allocation Table entry for that 

particular file is zeroed out and shown as 

available for use by a new file.

2. The first character of the Directory Entry file is 

changed to a special character (E5 HEX).              

3. Nothing is done to the Data Area.
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How Files are RecoveredHow Files are Recovered

� Recovery of a FAT file system file can be 
accomplished in 2 ways:

1. The File Allocation Table entry for that 
particular file is linked to the particular location 
in the data are where the file data is stored.

2. The first character of the Directory Entry file is 
changed to a legal character.              

3. Nothing is done to the Data Area.
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How Files are Recovered (cont.)How Files are Recovered (cont.)

� Recovery of a FAT file system file can be 

accomplished in 2 ways (cont.):

1. The data can be “carved” from unallocated 

space using specialized utilities.


